
 

SESTA and FOSTA Sex Worker Technology Guide (version 1) 
 

email anything you think should be changed or added to jdairfrance@icloud.com with the 
subject line “SW GUIDE” 

Guide made by @Metric.Cafe on instagram 
 

Recently it has become apparent with the passing of FOSTA and SESTA that it is no longer 
viable to use mainstream services, which are clamping down on Sworkers because of liability 
risks and wanting to avoid broad language laws which easily incur legal fines. 
 
This short guide is a summary of services to avoid, and services recommended. 
 
If you encounter issues with services I recommend, PLEASE LET ME KNOW. 
 
The first part of the guide will address:  
 
Popular Services that offer Email/Data Storage/Messaging/Video Calling, and their Alternatives, 
or how to circumvent censorship. 
 
The second part of the guide will address: 
 
Burner phones, burner apps, iMessage Tips and Tricks, burner emails, Correctly using VPN’s, 
and protecting yourself in places where your ISP or government will arrest you for sex work. 
 
The third part of the guide will discuss: 
 
Mainstream Social Networks, how to improve your chances at being a SW publicly without 
getting deleted, and SW friendly alternatives for when/before that fails. 
 
Popular Services that offer Email/Data Storage/Messaging/Video Calling 
 
Here is how I will judge the services. 
 
1) Cost 
2) Ease of Use 
3) Level of General Privacy (can they see your data? Do they? What do they do with it?) 
4) Level of Privacy/Protection for Sex Workers specifically (based on whether the service is 
hosted in the USA or not and if they have any type of SW content censorship) 
5) Usability for sex work. 
 
The best services are easy to use, have high levels of end to end encryption, and are ideally 
either end-to-end encrypted so nobody can see inside or are hosted outside the United States 
(therefore NOT subject to Fosta/Sesta) 
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——————Online Email/Storage Services to AVOID—————— 
 
Google - a multi faceted service, providing Gmail, Google drive, and Google Voice, and more. 
 
-Cost: Free. Only costs money to upgrade space over the free 15 gigabytes. 
 
-Ease of Use: Easy to use. Has a wide variety of mobile apps. 
 
-Level of General Privacy:  Extremely low. All emails are scanned, all uploaded or sent photos 
are scanned, all media is analyzed, they can listen to all calls and texts sent via their apps, and 
Google reserves the right to close your account at any time if they see something they do not 
like.  
 
-Level of Privacy/Protection for Sex Workers:  Dangerously Low. They also work closely with 
law enforcement. 
 
-Usability for Sex work: Useable but not recommended. If used, requires 
Preparation/Circumvention (Archive your account regularly and be aware it could be deleted at 
any time) and encrypt sensitive files if you still want to use this service from your personal 
account. (Or just make a burner account). Though this means a modest amount of work. ( See- 
Google, Circumvention section.) 
 
Yahoo - (Same situation as Google, but less useful services. Best to avoid.) 
 
Microsoft OneDrive/Outlook Email- (The computer software itself poses no danger at all, 
but using online Microsoft Services such as their email platform, Skype, or any other services 
under the umbrella is the same situation as Google, risky and best to avoid.) 
 
 (Also Owned by Microsoft to be Avoided as they are monitored, or used with 
the risk in mind that your account could be shut down anytime) Skype / HotMail 
/ Linked In 
 
 
——————Online Email/Storage Services to USE—————— 
 
~Here are the Privacy Kings. They’re gorgeous beasts that wouldn’t let anyone touch, 
read, or ban your data~ 
 
Apple- Offers Email, Photo Storage, PhotoStream sharing, File Storage (Most Secure Option) 
 
If you have an Apple Device, you have access to iCloud. iCloud services are safer than Fort 
Knox, using 128-bit AES encryption. The DEA itself once complained that it was simply 
impossible to read your messages. And with good reason. Nobody, not even Apple itself if it 
wanted to, can. 
(Here’s a page on their website where they talk about the level of protection for each of their services 
https://support.apple.com/en-us/HT202303 ) 

 

https://support.apple.com/en-us/HT202303


 

 
-Cost: Free, if you own an Apple iPhone or Apple Computer. Can upgrade to more than the 
alloted 5 gigabytes of cloud storage. 
 
-Ease of Use: Easy to use. Apps come pre-installed and instantly usable. iCloud email, 
FaceTime, iMessage, Shared PhotoStream, Private Photostream, iCloud Drive, are all free and 
included on your device. (*See Usability section below) 
 
-Level of General Privacy: Very High Level of Privacy. Emails are not scanned or analyzed. 
Storage is not scanned or analyzed. 
 
-Level of Privacy/Protection for Sex Workers: Same as consumers. Very good. Never 
monitored. End to end encryption. 
 
-Usability for Sex work: Although you can use the iCloud email just like any other email, their 
services such as iMessage*, FaceTime, FaceTime audio, Photostream, and iCloud Drive 
require the other person to also have an Apple device.(imessage is the blue text. When your 
texts are green, they’re over cellular networks and not encrypted.) However, should you decide 
to use their services, you could be assured that they would never ever bother you and your 
data would be safer than anywhere else on Earth. For storage you are given an initial 5 
gigabytes of free storage and plans to upgrade to 50 gigabytes for 99 cents a month. (They sell 
storage super cheap, I highly recommend. You will also be able to access your data from any 
web browser you sign in on! *Though to send to clients, you would need to either download it 
onto your phone/device first or send as attachment via icloud email. Can’t share it indirectly like 
with Google Drive.) 
 
ProtonMail- Heavily secure, based in Switzerland. Offers Email and Data Storage. 
 
Based in Switzerland and protected by powerful digital laws, they don’t take privacy lightly. 
Even if the United States decided to put in an international data request (which would require a 
huge amount of evidence of a severe crime) ProtonMail would still likely deny their request. 
(Out of the 54 requests to access user data they’ve ever gotten, only 5 were ever granted, and 
in all cases were either pedophilia or terrorism related, with already existing proof and a court 
order.) 
 
-Cost: Basic accounts are free but a bit limited. They offer half a gigabyte of free storage, and 
you can send/receive up to 150 messages a day. A premium account starts at $5 a month, but 
offers good value for a guaranteed email client. 
 
-Ease of Use: Easy to use. They also offer an iphone app. 
 
-Level of General Privacy: Very High Level of Privacy. Emails are not scanned or analyzed. 
Storage is not scanned or analyzed. 
 
-Level of Privacy/Protection for Sex Workers: Same as consumers. Very good. 
 

 



 

-Usability for Sex work:  Great for email, not the best for storage. Drawbacks seem to be the 
limited storage and daily 150 message send/receive limit. They do offer a cheap, $5 a month plan 
which allows you to have: “5 GB storage, and send up to 1,000 messages per day, as well as 
being able to use your own domain (ex: john@smith.com), Up to 5 email aliases, and Priority 
Customer Support.)  
 
THAT BEING SAID- there’s nothing wrong with using different services. You could use this for 
email and store files another way. That way you’re putting your eggs in different baskets, and 
your email will be fully protected, whereas you can always float your content around different 
sites if your account gets deleted, so long as you have a hard copy on your own computer/hard 
drive. 
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Part 2 
 
Burner phones, burner apps, iMessage Tips and Tricks, burner emails, Correctly using VPN’s, 
Darknet, TOR, and protecting yourself in places where your ISP or government will arrest you 
for sex work. 
 
 
iMessage Tips! 
 
 
(Mini Guide for using Apple iMessage more 
anonymously with clients/people) 
 
If you want to hide your number, simply click “start 
new conversations from” and switch it to an email 
address you prefer, and deselect the number. Here’s a 
great chance to switch it from your phone # to your 
Email, iCloud or ProtonMail address! This won’t affect 
your ability to receive messages, only how the 
recipient sees the sender address.  
 
-iMessage allows you to either use your real phone 
number, your iCloud email address, or any email you 
choose. (Or a combination!) 
 
 (Make your iMessage an email address so you can 
securely message people without giving away your 
phone number. Here’s a short guide on this.) 
 
Open Settings > Messages. 

Tap Send & Receive. 

Under “You Can Be Reached By iMessage At” tap the phone number and all the 
addresses you want active on this device. 

Under Start New Conversations From, you can then tap to select your originating address. 

 
Make sure the settings are the same on your Mac and any other Apple devices that you use for 
messaging. 
 
 
 
/BURNER PHONES, BURNER APPS, BURNER EMAILS AND TRANSFER SERVICES/  
 
Phone/Apps. 
 
You don’t need to worry about your cell phone company, but if you want to have an alternate 
method of contacting clients and don’t want to use Google Voice, you can either get an actual 

 



 

burner phone at walgreens and pay some cell company monthly...orr….not do that. And keep it 
all on one phone. 
 
Both android and iPhone have great options for this, many of which are free. I’ve used these 
apps for ages, and some of them even let you earn minutes by watching super short ads. I 
usually end up watching 2 or 3 30-second ads a month. 
 
Here are some burner apps that I recommend. They should work well and I’ve avoided 
including some that I wasn’t sure about. 
 
You can always search “burner apps” in the App store for more options 
 
Sideline App 
 
https://www.sideline.com/phone-number-app/ 
 
Free Calling App by Pinger 
 
https://itunes.apple.com/us/app/text-free-texting-app-sms/id399355755?mt=8 
 
Calling App by Pinger 
 
https://itunes.apple.com/us/app/text-free-calling-app/id444741112?mt=8 
 
WICKR - “A self-destructing message app, Wickr transfers control of mobile messaging 
from the receiver to the sender. This means that you get to decide how long your 
message sticks around. Before you send it, you can choose a self-destruct time 
ranging from a few seconds to more than five days. Once the timer runs out, your 
message will be erased from the recipient’s phone.” 
 
https://wickr.com/ 
 
 
Do you need a temporary email for whatever reason? Like an email that’ll be gone in an 
hour? 
(Be forewarned, these services don’t let you send media like pics or videos.) 
 
But in theory, you could use these to post anonymously on craigslist if you’re not looking to 
keep up the post longer than a day or two. Or something. 
 
These sites work well. 
 
!Careful though, some will only let you receive mail and not send it. 
 
1 hour email account  https://www.guerrillamail.com/# 
 
24 hour email account https://maildrop.cc/ 
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48 hour email account that only stay alive so long as you keep checking it every 48 hours. 
 
http://www.throwawaymail.com/en 
 
 
Transfer Services. 
 
At the moment, the best service I can recommend for file transfers is 
 
WeTransfer https://wetransfer.com 
 
Great for transferring things like videos and larger files via a link send to recipients. No need to 
sign up or give any personal information. 
 
MediaFire is also an option https://www.mediafire.com/  
 
 
 
ALTERNATIVE VIDEO CHAT SERVICES 
 
No login or download required 
 
https://appear.in/ 
 
https://riot.im/app/#/home 
 
 
VPN’s Explained and VPN’s I recommend (and if you need to use one) 
 
So a VPN is a Virtual Private Network, basically an encrypted tunnel from your internet 
connection to the website or service you are trying to access (which resides on the internet.) 
 
You probably don’t need a VPN but here are reasons you WOULD need one: 
 
-You are a full service sex worker 
-You reside in a country where sex work is illegal.  
-You have an internet provider that censors websites (only outside of US) 
-You live in China 
-You are a sex worker in a high risk environment who talks about it on forums or other online 
places and is afraid that it could be traced back to you and prosecuted. (If you’re able to use 
instagram, you are already public and using a VPN won’t really help.) 
 
What a VPN will do: 
 
-Anonymize your IP address by routing your connection through theirs, effectively anonymizing 
your location and identity. 
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-Give you access to geographically locked content if you have the option of selecting your 
location. (Say, netflix movies only available in the UK.) 
-Encrypt your internet traffic and make it impossible for your internet provider (comcast, dish, 
whoever) to see it whenever your VPN is on. Internet Service providers HAVE been known to 
stop certain types of web traffic, but that’s usually related to bandwidth more than type of 
content. (Torrenting, pirating files and redistributing them, probably not something you’re 
doing…. 
 
 (EC. 5. ENSURING FEDERAL LIABILITY FOR PUBLISHING INFORMATION DESIGNED TO 
FACILITATE 17 SEX TRAFFICKING OR OTHERWISE FACILITATING SEX TRAFFICKING.) 
 
….. BUT this could change under SESTA/FOSTA. You may one day need to encrypt your web 
traffic with a VPN in order to protect your access to the internet and not having your internet 
service cut.  
Nobody really knows what the fuck this vague ass language means. 
Technically I could be prosecuted just for writing this guide.) 
 
What a VPN will NOT do: 
 
-Hide what you are doing on anything with login credentials. (Facebook, Gmail, Google Drive, 
all these services are hosted on the servers of major corporations, and are therefore not 
protected by your VPN tunnel. A VPN tunnel is for hiding you point of origin and the traffic that 
bounces between your computer and the end destination from others. If “Jane Doe” signs into 
her email from Russia instead of her real origin of Brazil, no difference happens other than her 
internet service provider not being able to see that. Everyone else, from Facebook, to the 
government, still sees what’s happening.) 
 
 
 
VPN’s I recommend:  
 
FreeDome by FSecure. Best VPN out there. Cheap too, and can be put on multiple devices. 
Amazingly easy to use iphone app. Free trial. 
 
https://www.f-secure.com/en_US/web/home_us/freedome 
 
VPN by Private Internet Access. 
 
https://www.privateinternetaccess.com/ 
 
Using Tor is another option but I don’t want to go on too much of a tangent. 
 
 
 
SEX WORKER GROUP CHATS/Forum alternatives 
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Discord is a service used mainly by gamers but allows someone to easily host and create a 
chatroom with audio options and to create several rooms within a chatroom, effectingly 
dividing it into subtopics. 
 
Great mobile and desktop app and easy to use. 
 
https://discordapp.com/ 
 
 
If you’re more tech savvy or encounter censorship issues, RiseUp has a fantastic and less 
monitored system for setting up chat rooms. 
 
https://riseup.net/en/chat 
 
 
SEX WORKER Social media 
 
All major services ban sex workers who are considered to have “crossed the line” for social 
media, usually when prices or content for sale is heavily advertised with clear language rather 
than suggestive phrases. 
 
Switter is an australian hosted social network 
 
https://switter.at/about 
 
Sharing information anonymously is easy once you get the format with  
 
https://ghostbin.com/ 
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